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This paper presents the use of a single photon entangled state to secure the transmission data via a

wireless communication link and a biological tissue study where the encrypted data/qubit is prepared and

formed by using a simple optical system. The encrypted data can transmit securely i.e. without cloning to the

intended recipient via a public wireless link. We have shown that the result of the entangled states has good

visibility for the use of data quantum encryption.  The generated entangled photon for up-link via wireless

communication is proposed and the problem of quantum cloning described. The biological tissue characteri-

zations using such a short pulse can be realize by using a simple optical arrangement and components. Such

an implemented system has the advantage of that the ultra-short pulse of a single photon with its quantum

state identification can be used to provide the required measured data.
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and cryptography (Mattle, et al. 1996, Bennet, et
al. 1993, Suchat, et al.2001).

In practice, we can implement a system by
which scrambling and unscrambling digitized in-
formation is a task that either sender or intended
recipients can easily perform but which is impossi-
ble for others to intercept for cloning or decipher-
ing information in cyber space (Deachapunya, et
al. 2001, Goldenberg, et al. 1995).  In this paper,
we propose the use of a single photon to encrypt
the transmission data via a wireless link. A basic in
quantum encryption is exchanging a secret mes-
sage between two users, traditionally called Alice
and Bob, in a way that no other party can read it.
The only known method to do this in a proven se-
cure way is to use a previously shared secret infor-
mation called a key. The key, a sequence of ran-
dom bits, is used for encrypting the message. The
encrypted message is completely confidential, even
if transmitted via a public communication channel.
Thus the security of any key-based cryptographic
method depends ultimately on the secrecy of the
key. All existing classical key-distribution en-

Quantum entanglement is a physical re-
source, like energy, associated with the peculiar
nonclassical correlations that are possible between
separated quantum systems. In effect, the very pos-
sibility of considering a particle or system as pos-
sessing objective properties depends on its entan-
glement with another particle or system. Quantum
entanglement has been widely studied and investi-
gated during the 1990s. The Austrian-born Erwin
Schrodinger, who in 1933 shared the Nobel Prize
with Paul Dirac, introduced the conventional idea
(Bennet, et al. 1993). Albert Einstein proposed a
situation that came to known as the EPR (Einstein-
Podolsky-Rosen) paradox, where he called atten-
tion to the fact that while it was impossible to know
whether a single photon would pass or be absorbed
by a filter paired photon. Would a subject to the
same polarization test always being entangled. The
experiment simply succeeded (Dehlinger, et al.
2002, Zeilinger, 1999, Vedral, 2002), where the
entangle went of a single/two photons was observed
and this has been used in some applications in quan-
tum cloning, quantum teleportation, measurement
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cryption are not proven to secure. Their secrecy is
based on computational complexity assumptions,
which sometimes turn out to be false. On the other
hand, the fundamental laws of quantum mechanics
guarantee the secrecy of quantum encryption. Any
intervention of an eavesdropper, Eve, must leave
some trace which can be detected by the legal us-
ers of the communication channel. The encoding
in quantum cryptography was based on orthogonal
states (Goldenberg, et al. 1995), since an eaves-
dropper cannot clone them. Even an imperfect clon-
ing attempt (intended to gain partial information)
induces errors in the transmission therefore, it is
detectable. In general, any two orthogonal states
can be used for quantum cryptography. In this pa-
per, we present the quantum encryption via the
transmission by using a classical channel via Mach-
Zehnder Interferometer (MZI), in which data ex-
change between Alice and Bob is done using two
orthogonal states and yet, any eavesdropping at-
tempt is detectable. The two states are horizontal
(H) and vertical (V) polarization a photon. In this
application, the idea of an experiment of optical
encryption technique can be realized to create per-
fect security, for mobile phone up-link converter
and a biological tissue study using the entangled
single photon pair (Yupapin, et al. 2003).

Theoretical background

An entangled state is a quantum superpo-
sition of a composite system whose subsystems
are not probabilistically independent. An entangled
state cannot be factorized as the direct product of
the individual state function. Considering two two-
state systems, an entangled state in a two-dimen-
sional Hilbert space can always be written in the
form:

ψ == α a
1

⊗⊗ b
2

++ β ′′a
1
 ⊗⊗ ′′b

2
            (1)

where a
1
 and ′′a

1
, b

2
 and ′′b

2
are orthogonal

sets in the spaces of particle one and two respec-
tively, where both of the scalars α and β are nonzero.

We prove that equation (1) can be factorized
as:

ψ == x
1

⊗⊗ y
2

         (2)

where x
1
 and y

2
 are in the spaces of states of

particle 1 and 2, respectively.

In general, the x
1
 and y

2
 can been ex-

pressed as a linear superposition of b and b:

x
1

== γ a
1

++ ′′γ ′′a
2

y
2

== η b
2

++ ′′η ′′b
2

        (3)

Then

x
1

⊗⊗ y
2

== γη a
2

⊗⊗ b
2

++ γ ′′η a
1

⊗⊗ ′′b
2

++ ′′γ η ′′a
1

⊗⊗ b
2

++ γ ′′η ′′a
1

⊗⊗ ′′b
2

        (4)

Comparing equation (1) and (4), we see that γ ′′η ==
′′γ η == 0 which implies that either

 α = γη = 0 or β = γ/η/
 = 0                    (5)

Therefore, it is impossible to factorize the state in
equation (1) i.e. it is entangled.

The measurement of each entangled photon
state in one basis i.e. randomly quantum keys, ac-
cording to the agreement between the sender and
the receiver is unbreakable, unless the spy knows
the key. The diagram of the quantum key distribu-
tion (QKD) and cloning is as shown in Figure 1.

From Figure 1, the pumping photon can thus
follow the horizontal and vertical path or long path
originating the superposition as

       ±± == 1
2

H ±± eφi V( )         (6)

Where H  and V  denote the photon which has
followed the polarization Components respectively,
and φ is the phase difference between the two paths.

The measurement system uses an entangled
single photon in which one component is known
as a reference photon. The other is going to inter-
act with the required tissue sample and then the
decay of emission light can be probed and meas-
ured such as is shown in Figure 2. The interaction
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between photon and sample may present some
properties of light such as reflection, scattering or
absorption, which can be observed. The tissue pig-
ment can be performing to obtain the required meas-
urement parameters. In general with a laser beam
of wavelength λ, the photon energy is determined
from the irradiant by the relationship,

I
photon

 = hc
λ

where I is defined in terms of the power (P), in
watts, h is a Plank’s constant, c is the speed of light.
In this case, the decay time of the light emission is
the range of ns.

In communication, the security of our scheme
is based on two novel ingredients, firstly, the
orthogonal states sent by Alice are a superposition
of two localized wave packets. The wave packets
are not sent simultaneously towards Bob, but one
of them is delayed for a fixed time and sent after
the other. Secondly, the transmission time of each
particle is random (and therefore unknown to Eve).
The interception of the data by a known user in the
transmission system allows the detection of an
eavesdropper. Let H  and V  be two polarization
states of photon, which are sent from Alice to Bob

Figure 1. Schematic diagram of a single photon

entangled state;

(a) Quantum entanglement,

(b) Quantum cloning.

Figure 2. A schematic diagram of the proposed experimental set up: LD: Laser Diode, D: Avalanche

Photodiode (APD), PBS: Polarizing Beam splitter, PZT: Piezoelectric Transducer, PMFC:

Polarization Maintaining Fiber Coupler.
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along two separated channels. We shall take two

orthogonal states Ψ++  and Ψ−−  , linear combina-

tions of H  and V  , to represent bit value “0” and
bit value “1,” respectively:

Ψ++ == 1
2

Η ++ V( )         (7)

   Ψ−− == 1
2

Η −− V( )         (8)

Alice sends to Bob either Ψ++  or Ψ−−  . The

two localized states, H  and V  , are not sent
together, but V  is delayed for some time τ. For
simplicity, we choose τ to be larger than the
traveling time of the particles from Alice to Bob,
θ. Thus V  starts traveling towards Bob only when

H  already has reached Bob, such that the two
wave packets and never found together in the trans-
mission channels.

We shall consider a particular implementa-
tion of our scheme. The setup (Figure 3) consists
of a Mach-Zehnder interferometer, with φ

Α
 and φ

Β

as phase delay which and equal to time delay. Alice
can transmit an information bit by sending either
from a single particle or from short pulse of laser
source, where the sending time t is random and reg-
istered by Alice for later use. The particle passes

through the first beam splitter BS1 and evolves
into a superposition of two localized wave pack-
ets. Finally, the two wave packets arrive simulta-
neously to the second beam splitter BS2 and inter-
fere. A particle started in state Ψ++  emerges at the
detector D1, and a particle started in state Ψ−−

emerges at the detector D2. Bob. The detection of
the arriving particle receives the bit sent by Alice:
D1 was activated by mean of 0 and D2 mean 1, i.e.
he registers the receiving time of the particle.

From Figure 3, consider a Mach-Zehnder
interferometer when one mode of the input polari-
zation states is traveling into the modulator i.e. ex-
ternal pumping power. The coupling mode occurs
due to the change of the input orientation angle (∆φ),
which is caused by the change of the optical output
power. When the interferometer is at a dark fringe
position, this is different from the one used in a
classical interferometer with intensity independent
noise. The reason is that the signals and noises dis-
appear at ∆φ = 0, while the quantum noise more
rapidly disappears.

Given I
1
 = I

2
 is the output intensity of light

in Mach-Zehnder interferometer, and I
0
 = I

1 
+ I

2
 =

I
3 
+ I

4 
. Consider a perfect monochromatic light

source from laser diode, the signal amplitude is
expressed as in equation (9).

Figure 3. Encryption scheme bases on a Mach-Zehnder interferometer.

LD: Laser diode, BS1, 2: Beam splitter, M: Mirror, D1, 2: Detectors.
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    Ε 0 == 2Ι0 cos(ωt)         (9)

According to Figure 3, E
i
 , i = 1, 2, 3, 4 are

the signal amplitudes of the transmitted light beams
at the given positions in MZI, where l is coherence
length and ω is an angular frequency. Consider
that the first beam splitter (BS1), yields

Ε 0 == 2Ι0 cos ω t -
10

c










       (10)

Ε1 == Ι0 cos ω t -
10

c










       (11)

Ε 2 == Ι0 cos ω t -
10

c










       (12)

and the second beam splitter (BS2)

Ε1 == Ι0 cos ω t -
10

c
-

11

c










                 (13)

Ε 2 == Ι0 cos ω t -
10

c
-

12

c










       (14)

We now consider E
3

Ε 3 == Ι0

2
cos ω t -

10 +11

c












++ cos ω t -
10 +12

c




















       (15)

Ε 3 == 2Ι0 cos ω t -
210 +11 +12

2c












.cos ω 11 -12

2c




(16)

Ι3 == Ε 3
2

t
= I0  cos 2 ω 11 -12

2c




 = I0 cos 2

φA - φB

2




(17)

       Ι 4 == I0  sin 2
φA - φB

2




        (18)

The normalized output is formed by substituting
φ

A
 and φ

B 
into Eq. (17), (18), and yields.

This shows that Eve, who has access to the
channels but not to the sites of Alice and Bob, can-
not extract any information without introducing
detectable distortions in the transmission. The data
are encoded in the relative phase between the two
polarization states H  and V . Therefore, the phase
must be the same as time, which means the two-
wave packet must arrive together at BS2 at the
correct time.

Experiment and results

From Figure 2 a pair of the entangled pho-
tons are generated by a LiNBO

3
 crystal and then

linearly polarized launching into a biological tis-
sue/sample via a polarizing beam splitter (PBS).
The azimuth angle of the input beam I aligned 45
with the optical axis provides an equal intensity
component, with orthogonal basis. One of a single
photon detected and is identified by using an APD,
the another component absorbed by a test sample.
An optical polarizer is introduced to protect the op-
tical feed back disturbing the original light source,
along the optical line up. The interaction between
photon and sample may present some properties of
light such as reflection, scattering or absorption will
be observed. The tissue pigment can be performed
to obtain the required measurement parameters,
which results in the fluorescence/ luminescence of
light. The output light is collected by a fiber bun-
dle probe, and then characterized by using an opti-
cal filter/monochromator, before entering a detec-
tor and then shown on the oscilloscope or spec-
trum analyzer. We expect that the decay time of the
interaction between photon and sample molecule
will be within the range of ns. One of the polariza-
tion states is split with equal intensity by a PBS,
and detected by a reference detector (D1). The ex-
change of energy is transferred to the test sample,
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and then the fluorescent/luminescent light is de-
tected and observed using a second detector (D2).
The expected result will be analyzed by a filter/
monochromator before entering the detector and
shown on the oscilloscope/spectrum analyzer.
Finally, the relationship between the required in-
formation and the photon energy maybe character-
ized.

Figure 3 shows a CW laser diode emitter a
laser with wavelength of 670 nm, which was lin-
early polarization right by a controlled polarizer
(P1) and randomly launched into a classical MZI
via a 50:50 percent beam splitter (BS1). One beam
was propagated to mirror M2 then pass to a second
beam splitter (BS2). Another beam was propagated
through a pumping material i.e. LiNbO

3
 modulator

(LN phase modulator), where the output beam was
attenuated and retarded before reflecting at a mir-
ror M1 then combining at a beam splitter BS2. The
randomly polarized detected signals and observed
and recorded by the two identical detectors and
shown on the oscilloscope. The system arrangement
of the experiment is as shown in Figure 4. One mode
of the input polarization states traveled into the
modulator, where the coupling mode occurred
due to the change of the input orientation angle
(∆φ), which was caused by the change of the opti-
cal output power. The largest value of phase ranged
from ∆φ = 0 to 2π, as shown in Figure 4, where the
output optical power is at a minimum when the
interferometer is at a dark fringe position.  This
is different from the one used for a classical inter-
ferometer with intensity independent noise. The
reason is that the signals and noises disappear at
∆φ = 0, while the quantum noise more rapidly dis-
appears.

The results obtained are shown in Figure 5.
The output signal characteristics with a linearly
polarized light is split and propagated through two
arms of the interferometer, one of beam being
modulated by a lithium niobate crystal. The sig-
nals obtained from both channels are presented as
in a phase oscillator with difference signal to noise
ratio (S/N). These results are formed by the polari-
zation characteristic of the modulated signals via

an external RF signal modulation. Where the refer-
ence detected signal shown in channel 1, relatively
to the signal in channel 2, the small effects of the
system noise can be neglected. At the detected phase
of (∆φ / 2) = 90

o
, the detected signals at the detec-

tors 1 and 2 are 0 and 1 respectively. Bob can be
received the data bits as 0 and 1 from Alice via D1
and D2 respectively. Finally, the entanglement sig-
nals can been formed and realized before transmit-
ting via a classical optical system. The quantum
dense coding can also be performed by the tech-
nique of dense wavelength division multiplexing
(DWDM) technique, where each of the transmit-
ted wavelengths can be randomly a form entangle-
ment pair, then the dense code/decode schemes can
be employed and linked via cable or wireless trans-
mission for mobile phone up-link converter.

Discussion and Conclusion

The experimental scheme as shown in Fig-
ure 2 provides a technique for using the entangled
photon and the advantage of using the ultra-short
pulse via a quantum channel. It can be used as the
referencing data/information to fulfil the required
measurement parameters. The interaction between
the incident photon and sample will generate the
light emission/absorption relationship of the inter-
ested physical parameter such as protein. The fluo-
rescence/luminescence of light in the region of ns

Figure 4. Schematic diagrams of the experiment

based on a Mach-Zehnder interferometer.
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can be detected and observed with a high speed
detector. The optical filter is required to reject the
unwanted background noisy signal. The equiva-
lence scheme using all fiber optics, the fluorescent/
luminescent light will be probed and detected by
using a detector one (D1) and detector two (D2)
for measuring and referencing signals respectively.

We have assumed the idea of perfectly se-
cured data transmission technique, which it is based
on quantum entangled state encryption scheme.
Strictly speaking, the set of all possible states sent
by Alice to Bob is a set two states corresponding to
identical bits, where the two states are horizontal
(H) and vertical (V) polarization a single photon.
In this application, the idea of an experiment of
optical encryption technique can be realized to cre-
ate top security, for mobile phone up-link converter
and communication.

Further arrangement can be employed to
make the possible up-link, where the message of
the required information from the classical chan-
nel can be encrypted into quantum bit/qubit with
the generated quantum channel using the single
photon entangled property. Some protocol issues
can be arranged by using the series of qubits. The
encrypted data is then multiplexed with the classi-
cal message and transmitted to the required up-link
destination, where the required data can be re-
trieved. In conclusion, the up-link transmission
between optical and microwave communication can
be realized with perfect security via quantum chan-

nel. The known polarization states can be modu-
lated and amplified before transmitting to the re-
quired end users without any decryption/cloning
of the secured data.
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